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Installing SecureDoc Disk Encryption

To encrypt your University MWS HP laptop, follow the step-by-step instructions:

e Make sure your laptop is connected to the mains power. The installation will not run if the

laptop is on battery power only.

e On your desktop double click the icon for Install University Applications.

e Select the Category <All>

e Scroll down the list of applications and select SecureDoc 7.1 then click Run.

" Install University Applications - O x
Select a category, then choose an application. Options Befresh (F5) Close Help (F1)
Category || Application /A Info ~
<All= Sage 50 Accounts 2013 Education Awailable
Accessibility SAP 2000 11 Awailable
Architecturs SAS553 Awailable
Audio SCCM 2012 R2 5P1 Client Installed
Bibliographic SCCM Debug Logaing - Disable Awailable
Business Systems SCCM Debug Logging - Enable Awailable
Chemistry Secrbus 1.4.6 64bit Awailable
Earth Sciences Secure Shell 14 Available
Engineering SecureDoc Disk Encryption 7.1 Installed
Fixes Selecton 2.4 Awailable
Geography Set Power-Saving Level Awailable
Graphics Set/Cancel Automatic Power-On Awailable
History Shaderight 3.2.0 for SketchlUp Awailable
Intemet SharePoirt Designer 2007 SP2 Awailable
Languages Sheetpile 1.00 Awailable
Life Sciences Shockwave 12.1.8 Installed
Manznames t Crhnnl W Cihaliie Crar~h £ 0 Avszilzhla e
SecureDoc Disk Encryption 7.

More Info >33 Bun Remaove st3
Requirements | Min Win7 RTM, 505MB Disk | Department | Computing Services Department |
Install Time | 9 minutes (estimate) | Contact | Service Desk Email
Reboot | Reboots without prompt | Test status | For testing onby |

Current operation: Idle. 231

. You will see messages about the prerequisites that will be installed (the list might vary, as

some users may have elements already) and that the process will involve reboots.

Click Yes to continue with the installation.

Install University Applications
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Install University Applications
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This action involves multiple steps:

Dependency: Visual C++ Runtire 2008 9.0.30729.4148 64bit
Dependency: Wisual C++ Runtirne 2005 5P2 8.0.59192 64bit
Dependency: Visual C++ Runtime 2008 9.0.30729.4148 32bit
Application: SecureDoc Disk Encryption 7.1

Do you want to continue?

The application SecureDoc Disk Encryption 7.1 will fercibly reboot the computer
as part of its installatien. You should save any work and close applications before

proceeding.

Do you want te continue?




e On proceeding, the prerequisites will be installed. You may see one of the following
messages:

If the laptop you are using does not support the encryption software, you will see this message:

mm Administrator: Installing
Checking 08 details...
Windows_Seven is supported.

Checking whether C: iz already encrypted...
C: is not encrypted.

Checking hardware details...
Manufacturer: Hewlett—Packard
Model: HP Compag 6888 Pro SFF PC

Automated installation and configuration of SecureDoc and Bitlocker is
currently only supported on standard HP devices that we have tested.

Thisz device iz either not an HP. or not a model we have tezted and know
to work with the scripting.

Please contact the Service Desk for assistance from CS3D in encrypting
this dewvice.

Press any key to continue . . . _

Checking 08 details...
Windows_Seven is supported.

Checking whether C: iz already encrypted...

The C: drive in this machine appears to already be encrypted. either without
being managed by Secureloc or with a different version of Secureloc.

Pleasze contact the Service Desk for assistance from CSD in encrypting
thiz dewvice.

Press any key to exit.




Assuming your computer is supported hardware and no existing encryption has been applied, the
installation will proceed.

W Administrator [nstalliﬁ Secure
 s—

Checking whether G: is already encrypted...
C: is not encrypted.

Checking hardware details...
Manuf acturer: Hewlett—Packard
Model: HF EliteBook 25%8p

Hardware is supported.

Checking existing config and installation state...

Checking whether TPM is enabled...
TPM is not enabled. Starting BIOS operations to enable it.
BIOS operations succeeded.

The system needs to vebhoot in order to enable the TPM chip.
The BIOS may prompt you to accept this change to the dewvice.
After the reboot, please log on with the same username and run this entry

again from Install University Applications,. and the installation will
continue with the next stage of the encryption process.

Prezs any key to continue . . .
— S

e Press any key to continue — the machine will reboot at this point.

e Once the computer has restarted, log on again, and run the same entry (SecureDoc) from
Install University Applications. SecureDoc will still show as “available” not “installed”, as the
SecureDoc software itself has not been installed yet.

e On running the entry again, the installation process will complete the same checks again but
this time proceed with the remaining steps and install the SecureDoc software.

Checking whether
C: is not encey

already encrypted...
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Jllchecking hardware details...
Manufacturer: Hewlett—Packard
Model: HP EliteBook 2570p

| Beteshis | | Cose

Hardware is supported. Info

Checking existing config and installation state... Avaiable
Avaiable
Avaiable
Ll 1 he TPM and cl h nstaled
nitialising the and claiming ownership.
tpm tuenon result: —1 Avalable
Result of taking oun Avaiable
P ownership claime pr————

IChecking whether TIPM is enabled...
TPM is already enabled.

[Proceeding with SecureDoc installation...

Installing SecureDoc 7.1...

Graphics
History
Intemet Cancel
Languages

Life Sciences T ST I 2T A FVTEEE
Mananame: it Crbnn - Chare Prirt.

SecureDoc Disk Encryption 7.1
More Infa >>>

Requirements
Install Time

Reboot

Curent operation: Installing SecureDoc Disk Encryption 7.1

Department
Contact

Test status

Computing Services
aged Windows Service
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Please wait. Boot logon is being installed, after which this device will automatically reboot.
Do not manually reboot this device during this process.

[ - —-— [

O
SecureDoc BitLocker Management

BitLocker Preparation

SecureDoc is preparing your system for BitLocker protection. Please wait...

Next

o SecureDoc will then reboot the PC without prompting.

e Logon again. SecureDoc will start the encryption process automatically. You will see a
progress indicator. Note that the speed and time remaining indicators can take some time to
appear properly.

BitLocker Preparation

BitLocker preparation is complete

Closing in 5 seconds...




Your hard disk is being encrypted now. You can keep on using your PC as usual or turn it off. The
encryption process will resume after the reboot.

Read .

Write .

Processing sector 12450284 of total 622514176 sectors

Time elapsed : 00:13:01
Conversion Speed : 0B/s
Estimated Time Remaining : 00:00:00

e Once the encryption has started, it will continue in the background no matter what — yiu can
reboot, etc and encryption will continue when you restart your computer until its
completion.

The length of time is takes to encrypt the computer will vary greatly, depending on disk technology
(traditional HD vs SSD), operating system and either disk size or amount of data present.

It can take anything from 15 minutes through to several hours.

On machines where encryption is complete, the pre-login MWS wallpaper will update to add the text
“Encrypted with BitLocker” below the computer name. This happens on the first login after
encryption has completed, and so is not visible until logging off afterwards.

Other notes:

The error messages for unsupported hardware and existing encryption are covered previously.
Other factors may also result in an error and a message to contact the Service Desk:

e Unsupported Operating System - currently the encryption only works with Windows 7 and
Windows 10. Windows 8/8.1 is not supported. Machines with Windows 8 or 8.1 should
move to Windows 10 before being encrypted.

e Unable to read TPM status — please register to attend one of the drop-in support clinics if
you see this message. It means that either there is no TPM chip present at all, or BIOS
options have been set to completely disable it and hide it from the OS. The TPM chip needs
to be available for encryption to be installed.

e Attempting to initialise the TPM returned an error — please register to attend one of the
drop-in support clinics.

Full contact details for the CSD Service Desk are available on the CSD website by visiting:
http://www.liverpool.ac.uk/csd/getting-help/
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