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ABSTRACT. Expansion complexity and maximum order complexity are both
finer measures of pseudorandomness than the linear complexity which is the most
prominent quality measure for cryptographic sequences. The expected value of the
Nth maximum order complexity is of order of magnitude log N whereas it is
easy to find families of sequences with Nth expansion complexity exponential
in log N. This might lead to the conjecture that the maximum order complexity is
a finer measure than the expansion complexity. However, in this paper we provide
two examples, the Thue-Morse sequence and the Rudin-Shapiro sequence with
very small expansion complexity but very large maximum order complexity. More
precisely, we prove explicit formulas for their Nth maximum order complexity
which are both of the largest possible order of magnitude N. We present the
result on the Rudin-Shapiro sequence in a more general form as a formula for the
maximum order complexity of certain pattern sequences.

Communicated by Christian Mauduit

1. Introduction

1.1. Motivation

For a sequence S = (s;)52,, over the finite field Fy of two elements and a posi-
tive integer N, the Nth linear complezxity L(S, N) is the length L of the shortest
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linear recurrence L1

Si+L = Zceswe, 0<i<N-L-1,
£=0
with coefficients ¢, € Fy, which is satisfied by the first N terms of the sequence.

The (Nth) linear complexity is a measure for the unpredictability of a se-
quence and thus its suitability in cryptography. A sequence S with small L(S, N)
for a sufficiently large N is disastrous for cryptographic applications. However,
the converse is not true. There are highly predictable sequences S with large
L(S, N), including the example

sp=-=8N-2=0#sy_1. (1)
Hence, for testing the suitability of a sequence in cryptography we also have
to study finer figures of merit. A recent survey on linear complexity and related
measures is given in [14].

The Nth mazimum order complexity M (S, N) (or the Nth nonlinear complez-
ity) of a binary sequence S = (s;)72, with (sg,...,sn—2) # (a,...,a) and
a € {0,1} is the smallest positive integer M such that there is a polynomial
flz1,...,zp) € Falxq, ..., xp] with

Siem = f(SisSig1y-- s Signm—1), 0<i <N —M—1,
see [7, B, 18]. If s;, =a for i =0,..., N — 2, we define
M(S,N)=0 if sy.1=a and M(S,N)=N-1 if sy_1 #a.
Obviously, we have
M(S,N) < L(S,N).
We have M(S,N) = L(S,N) — 1 for the example . However, the expected
value of M(S, N) is of order of magnitude log N, see [7] and also [4} @, [Ig], and
the expected value of L(N) is N/2 + O(1) by [5]. Hence, the maximum order
complexity is a finer measure of pseudorandomness than the linear complexity.

Diem [3] introduced the expansion complexity of the sequence S as follows.

We define the generating function G(z) of S by

G(x) = i s,
=0

viewed as a formal power series over Fy. (Note the change by the factor  com-
pared to the definition in [3].) For a positive integer N, the Nth expansion com-
plexity Exy = En(S) is Ex =01if sg = -+ = sy_1 = 0 and, otherwise, the least
total degree of a nonzero polynomial h(z,y) € Fa[z, y] with

h(z,G(z)) = 0 mod z™.
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By [15, Theorem 3] we have
E(S,N)<L(S,N)+1

and also in [I5] examples of sequences S are given with E(S, N) substantially
smaller than L(S, N). Hence, the expansion complexity is also a finer measure
of pseudorandomness than the linear complexity. In particular, for (ultimately)
non-periodic automatic sequences we have seen in [I7] that they have bounded
expansion complexity but linear complexity of order of magnitude V.

Now, it is a natural question to compare the two finer measures of pseudo-
randomness, expansion complexity and maximum order complexity. On the one
hand, by [I5, Theorem 1] for any T-periodic sequence S and N > T'(T — 1) we
have E(S,N) = L(S,N) + 1 which has an expected value of order of magni-
tude T, see for example [14]. On the other hand, the expected value of M (S, N)
is of order of magnitude log N. This might lead to the conjecture that M (S, N)
is a finer measure of pseudorandomness than E(S, N). However, in this paper
we will disprove this conjecture by showing that certain pattern sequences which
include the Thue-Morse and the Rudin-Shapiro sequence have bounded expan-
sion complexity but maximum order complexity of the largest possible order of
magnitude N. We explain this more precisely in the next subsection.

1.2. Results of this paper
The Thue-Morse sequence T = (t;)52, over Fy is defined by
{ tij2 if 4 is even,

i+ 1 if disodd, ' 1,2,... (2)

with initial value ¢y = 0. In other words ¢; is the parity of the sum of digits of 1.

Takin
& hz,y) = (z+ 1)33,/2 + (x4 1)2y +x

its generating function G(z) satisfies h(z,G(z)) = 0 and thus
E(T,N)<5, N=1,2,...

Theorembelow gives an explicit formula for M (T, N) of order of magnitude N.
More generally, for a positive integer k we study the pattern sequence Py =
(pi)52, over Fy defined by

i21 +1 if i=—1 mod 2k
pi =4 PLr . i=1,2,... (3)
Plij2)s otherwise,

with the initial value pg = 0.
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In other words, p; is the parity of the number of occurences of the all one pattern
of length %k in the binary expansion of 7. For k = 1 we get the Thue-Morse
sequence and for k = 2 the Rudin-Shapiro sequence.

Taking _ 2k 41 2 2k 2k 1
hiz,y) = (x+1) y+@@+1)"y+o

its generating function G(x) satisfies h(z, G(x)) = 0 and thus
E(Py,N) <243, N=1,2,...

Theorem [2| below provides an explicit formula for M (P, N) for k > 2 of order
of magnitude N. Note that the case k = 1 is slightly different than the case k > 2.

In Section [2] we study the maximum order complexity of the Thue-Morse
sequence, that is, P; and in Section (3] of Py for k > 2.

2. Thue-Morse sequence

THEOREM 1. For N > 4, the Nth mazximum order complexity of the Thue-Morse

sequence T satisfies
M(T,N)=2"+1,

where

Proof. For N =4,5,6 the result is easy to verify.
By the monotony of the maximum order complexity it is enough to show

M(T,5-2 1) >2 +1> M(T,5-2%) fort=1,2,...

From Proposition 3.1 in [7], if ¢ be the length of the longest subsequence of T
that occurs at least twice with different successors, then 7 has the maximum
order complexity t 4+ 1. Hence the first inequality follows from

ti=tiygoe1 fori=0,1,...,2° =1 and to #t5ger, £=1,2,... (4)

which we show by induction over £ below. More precisely, if there was a recur-
rence of length 2¢ for the first 5 - 27! + 1 sequence elements,

ti+2€ :f(ti,...7ti+22—l), 0§i§3'2e_1,

then from (tg,...,t9c_q1) = (t3.9¢-1,...,t5.0c-1_1) we would get toe = t5.90-1,
a contradiction to .
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For ¢ = 1 the assertion is obviously true and we may assume £ > 2.
For even i we get by and induction

tz’ = tl/2 == ti/2+3‘21{_2 == ti+3'2£_17 Z == 0, 27 ceey 2Z - 2
For odd ¢ we get
ti = t(i—l)/2 + 1 == t(i—l)/2+3~2272 + 1 == ti+3,22—1, l == 1, 37 ceey 28 - ].
Moreover,
tz@ = t22—1 7é t5_21—2 = t5,22—1.

Now, we prove M (7,52 < 2¢+1 for £ = 1,2,... In other words, we have
to show that for any ¢ = 1,2,..., if for some 0 < j < k < 22 — 2 we have

tivj =ty fori=0,1,...,2° (5)
then we also have

tarp14j = lotyrqg-

This can be easily verified for £ = 1 and we may assume ¢ > 2.

First, we note that (t;,tj41,tj4+2,tj43) is of the form (z,2z + 1,y,y + 1)
if j is even since to;, 41 = by + 1 = ta,, + 1 and either of the form (z,z,z + 1,y)
for j=1 mod 4or (z,y,y+1,y+1) for j =3 mod 4 since tymi1 =tm+1=
tam+2 and tymys =ty = tam. Hence, (tj,t511,t42,t543) = (th, by, thg2s thts)
implies 7 = k mod 2.

If j and k are both even, then from and with i = 2¢ we get

t22+1+j == t25_1+j/2 —|— 1 = t2£+j + 1 == t2[+k + 1 == t2[+k+1'
If 7 and k are both odd, then implies for any even 14
ti/2+(j—1)/2 =ty +l=1tip+1= ti/2+(k—1)/2 fori=0,2,..., 2
and by induction
toey1yj = toe—14(jr1)/2 = lae-1p(ka1)/2 = taeq14k,

which completes the proof. O
REMARK 1. It is easy to see that

g+1§M(T,N)§2¥+1 for N >4
and
M(T,1)=0, M(T,2)=M(T,3)=1.
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3. Pattern sequences

THEOREM 2. Fork > 2 and N > 2K+3 — 7, the Nth mazimum order complexity
of the pattern sequence Py, satisfies

M(P,N) = (2F1 —1)2° + 1,
where
_ [log(N/ (2" — 1))
= [loww -

Proof. By the monotony of the maximum order complexity it is enough to show
M(Pe, (28 —1)2° +1) > (2" = 1)2° + 1 > M (P, (28 — 1)2*!) for £>3.
From Proposition 3.1 in [7], the first inequality follows from

Pi = pigoere—1 for i=0,1,..., (2"t —1)2f —1 (6)
and

Pak-1_1)2¢ # P2k —1)2¢
for £>0, which we show by induction over £. For /=0 the assertion is obviously
true since p; =0 for i=0,1,...,2¥~2 and por_; =1 by . We may assume/ > 1.
For even i we get from (3]) and induction
Di = Pij2 = Dijaqat+h—2 = Pigoetr—1, =0,2,..., (2k71 — I)QZ -2. (7
For odd i we get from

Di—1 if i # —1 mod 2%,
p; = i=1,3,... (8)
pi—1+1 ifi=—1mod 2~,

Now fix any odd i = 1,3,...,(2F"1 — 1)2¢ — 1. If i Z —1 mod 2%, then we get
from and
Pi = Pi—1 = Pi—1420+k—1 = Pjqot+k-1.
If i = —1 mod 2*, then
Pi =pi—1+1=p; 1q00k-1 +1=pioetr-1.

Moreover, ) '
p(zk—lfl)zz = p(zk—1,1)22—1 7é p(2k71)22—1 = p(2k71)22 by induction.

Now, we prove M (Py, (2% —1)2¢F1) < (2F=1 — 1)2¢ + 1 for £ > 3.
That is, we have to show for any ¢ > 3 that, if for some 0 < j < n <
(3-2F1 —1)2¢ — 2 we have

Piti = Pisn fori=0,1,... (281 —1)2°, 9
+J +

then we also have
Pr-1_1)2¢4145 = P(2k—1-1)2¢414n" (10)
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First, we observe that @D implies j = n mod 2¥: We choose any m;, my with

n+mp =2 —1mod 2"*' and n+my = —1mod 2F !
and see that
n+mi=n+my=—1mod2" (n+m;—1)/2=2F"1—1mod 2"
and
(n+my —1)/2 = —1 mod 2~

If j = n mod 2, then j +m; = 1 mod 2. Moreover, we assume 1 < m; < 2~F*!
in this case. Now @ with ¢ € {m1,m; — 1} and mply pjtm, = Pntm, =
Drntmi—1+1 = Djtm,—1+1 and from again we get j+m; = —1 mod 2¥ and
thus j = n mod 2* in this case.

If j # nmod?2, we assume 2 < mi,my < 281 4+ 1. Then from @ with
i € {m1—1,m; — 2}, and we get Pitmy—1 = Pntmi—1 = P(ntmi—1)/2 =
Plntmy—3)/2 = Pntmi—3 = Pntmy—2 = Pjtm, —2 implies j+mq —1 # —1 mod 2.
However, pjim,—1 = Pntma—1 = Pntmo—2 + 1 = Djtm,—2 + 1 and imply
j +my — 1= —1mod 2* in contradiction to m; = msy mod 2~

It remains to show that @ implies for any j=mn mod 2%,

e For j=n=0 mod 2, (8) and @[) with i = (2#1-1)2¢ immediately imply .

e For j=n=1 mod 2 we prove the assertion by induction.

Note that from () we get the last (281 —1)2¢1 elements from the first ones
Pigoetr = p;i fori=0,1,..., (2F"1 —1)2¢F1 — 1.

Then for verifying our assertion for £ = 3 we need only the first 3 - 2F+2 — 7

elements of P,. We use the abbreviation

at:aa...a
—

t

for the word of ¢ consecutive a and get using
P> = (0°10°10*1°010°10°101°0°10*10%100. ... ),
P = (0710°10%10*1%010710°10°1°0%10°10°10°10.. . . ),
and for k > 4
Pr = (02" 7110% 72102 10%" ~*12010* ~110%" ~210%" 10> 81021
02°10%"2102"10%" 7).

Note that we have to compare only the patterns of length (28=1 — 1)2¢ + 2
starting with p; and p,, with j =n mod 2k j=n=1mod 2and 0<j <n<2~FF31.
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Now, we consider ¢ > 4. For even i with 0 <4 < (2871 —1)2¢ we get from

and

@ Pij2+(j-1)/2 = Pi/24+(n-1)/2 -
From the observations above we know that this is only possible if (j — 1)/2 =
(n — 1)/2 mod 2% Either by induction if (j — 1)/2 = (n — 1)/2 = 1 mod 2 or
using the already above verified result if (j —1)/2=(n—1)/2=0 mod 2, we get

Pr-1_1)2¢4145 = P(2F-1-1)20-14(+1)/2

Pak-1-1)20=14(n+1)/2
= D@k-1-1)2¢414n

which completes the proof. O

REMARK 2. The restriction on N in Theorem [2|is needed. For example, for the
Rudin-Shapiro sequence we have

0, 1<N< 3,
M(Py,N)={ 3, 4< N < 9,
6, 10 < N <24.

REMARK 3. For k > 2 and N > 2¥+3 — 7 Theorem [2| implies

N ok=1 _1 N ok=1 _ 1 N+1
1<t T 1< MPLN) < (N—1)+1 .
R T R (P, N) < = ( )Hl<—3

4. Final remarks

The subsequence of the Thue-Morse sequence along (¢;2)$2, is not automatic.
Hence, its expansion complexity is unbounded. It is shown by the authors in [19]
that its Nth maximum order complexity is at least of order of magnitude N1/2
and this sequence may be an attractive candidate for cryptographic applications.
Pattern sequences along squares are also analyzed in [19].

The correlation measure of order k introduced by Mauduit and Sarkézy [12]
is another figure of merit which is finer than the linear complexity, see [1].
A cryptographic sequence must have small correlation measure of all orders k
up to a sufficiently large k. In [6], the maximum order complexity of a binary
sequence was estimated in terms of its correlation measures. Roughly speaking,
it was shown that any sequence with small correlation measure up to a suf-
ficiently large order k£ cannot have very small maximum order complexity.
Moreover, the correlation measure of order 2 of both the Thue-Morse sequence
and the Rudin-Shapiro sequence of length N is of order of magnitude N, see [13].
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The same is true for any pattern sequence, see [16]. Hence, together with the re-
sults of this paper we see that the correlation measure of order k is a finer quality
measure for cryptographic sequences than the maximum order complexity.

Combining a bound of [2] on the state complexity in terms of the expansion
complexity and a bound of [I6] on the state complexity in terms of the correlation
measure of order 2, we can also estimate the expansion complexity in terms
of the correlation measure of order 2.

Furthermore, the maximum order complexity and its connections with the
Lempel-Ziv complexity was studied in [I0].

In [20], the (periodic) sequences of the largest possible maximum order com-
plexity were classified. However, these sequences are highly predictable and not
suitable in cryptography. In [11] and [I8], several sequence constructions are
given which have very large maximum order complexity but no obvious flaw.

Finally, we mention that although the linear complexity is a weaker quality
measure for cryptographic sequences than maximum order complexity as well
as correlation measure and expansion complexity, it is still of high practical
importance since it is much easier to calculate than all of the finer measures.
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