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DISCRETE LOGARITHMS AND THEIR
EQUIDISTRIBUTION

D. JasoN GIBSON

ABSTRACT. Let g,r > 2. Extending a result of Cobeli, we establish a multidi-
mensional equidistribution result for the discrete logarithms (log, z1, . . ., log, z7)
as (z1,...,x,) ranges over certain subsets of [1,p — 1]” with p — oo along a se-
quence of primes having g as a primitive root modulo p.
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1. Introduction

Let p be a prime number. We identify F, with the set Z/pZ = {0,1,...,p—1}.
Let g be a primitive root modulo p. For z € F,\{0}, the discrete logarithm
problem requires finding the least nonnegative integer n such that g™ = x mod p.
Because g is a primitive root, such an n exists, and it lies in the interval [0,p—1).
In the sequel, we write n = log, x = logz, and we call n the discrete logarithm
of = to the base g.

Discrete logarithms, of considerable importance in cryptography (see Diffie
and Hellman [3]), should exhibit various types of random behavior. Here, we
answer a question raised by Cobeli [2] concerning the discrete logarithm along
arithmetic progressions. To be precise, consider integersa > 0,d > 0, and N > 0,
and define

J={a+d,...,a+ Nd} C [1,p—1]. (1)
We show that, for fixed g, > 2, the tuples (lofffl ey logj?') become equidis-
tributed as (x1,...,x,) ranges over J". (Here, p — oo over a sequence of primes
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such that ¢ is a primitive root mod p, and N must be sufficiently large in
comparison to p, say N = plfl/(%)*e.) To establish this fact, we connect the
distribution of these discrete logarithms to discrepancy, which we then estimate
using exponential sums.

2. Equidistribution

When one samples from our ambient space, e.g., [0, p—1)" or one of its subsets,
it might be expected that, given some subset 2 of the unit cube with (normalized
log, =1 log,, a:T)

R,
fall within Q a fraction p(£2) of the time. Under suitable hypotheses, this turns
out to be the case, as will be demonstrated in Theorem Pl (This result should be
compared to those of Granville, Shparlinski, and Zaharescu [5], which deal with
the distribution of points under the action of rational maps on curves defined
over Fp,.)

To make this precise, let T” = [0,1)" be the unit cube, and, for Q C T", we
define

Haar) measure p(2), the tuples of scaled discrete logarithms (

#{(xl,...,xr)éjrz(log—‘“ lg—) 9!

—1 > ) Tp—1

0g(2) = ’ ) 2

piog () e @)

the number of points (z1,...,2,) € J" for which the tuple of (appropriately
scaled) discrete logarithms (lopg%ll, ce lopng{) falls within €.

THEOREM 2.1. Let p > 2 be prime, with g a primitive root mod p. Let r > 2.
Let Q C T" be a domain with piecewise smooth boundary. Then, for any integer
L > 1, we have

1
fiiog (€2) = p(2) + Or <L1/T + Nplfl/(%)(logp) (log L)) .

(Here, 1 denotes normalized Haar measure on T".)

3. Discrepancy

In this section, we closely follow the work of Granville, Shparlinski, and Za-
harescu [5] in order to connect the distribution of the sequence of discrete log-
arithms to discrepancy via exponential sums. By the identification of IF), with
{0,...,p—1}, for € F,, we can consider the rational number ¢t(z) = x/(p — 1).

148



DISCRETE LOGARITHMS AND THEIR EQUIDISTRIBUTION

(For this choice of normalization, recall that this discrete logarithm satisfies
logz € [0,p — 1).) This allows us to map tuples of discrete logarithms x =
(logz1,...,logx,) € [0,p—1)" to

log 1 log
t =(— ... T
o= (2. ) e

the unit cube T" = [0,1)".
For a finite set A C T" and domain  C T", define the discrepancy A(A, Q)

and box discrepancy D(A) by

fa€Ad:ac}
#{a € A}

A(A,Q) = ‘# u(ﬂ)'

and

D(A) = Sup A(A,B),

respectively, where in the latter expression, the supremum is taken over all boxes
of the form B = [],_, [a, Bi].
For a vector u € T" and a set I' C T", define the distance dist(u,T") by

dist(u,I') = v%]réfr||u—w||,

where ||v|| denotes the Euclidean norm of v. For ¢ > 0 and a domain Q C T",
define the sets

QF = {ueT\Q|dist(u,Q) < €}
and
Q7 ={ueT"|dist(u, T"\Q) < €}.

Let b(€) be any increasing function defined for ¢ > 0 with the additional
property that lim._-q+ b(e) = 0. Define the class M} of domains to be those
domains Q C T" for which

w(QF) <ble) and  p(Q7) < b(e).

For @ € M, we have a relation between D(A) and A(A, (), given by the
following result (Theorem, page 106) from [g].

LEMMA 3.1. For any domain Q € My, we have
A(A,Q) = O:(b(r'2D(A)VT)).

Box discrepancy bounds can be reduced to estimating certain exponential
sums via the Koksma-Sziisz inequality [7, [10] (also see Theorem 1.21 of []).
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LEMMA 3.2. For a set A CT" of N points and any integer L > 1,

D(A) =0

e(c-a)

1 1 1
ik Y o
L N c=(c1,...,cr)EZ"\{0} Hi:l(l + |Ci|) acA
|ci|<Lfor each i
To apply this result, it remains to estimate the appropriate exponential sum.
In the next section, we first analyze the corresponding 1-dimensional sum, and
then show how the needed estimate follows.

4. Some Exponential Sums

To establish Theorem [2] one requires an estimate for sums of multiplicative
characters. We show explicitly the connection between the discrete logarithm
and the exponential sums for the sake of directness.

To that end, let ¢ be a pth root of unity. We first capture a single discrete
logarithm via an exponential sum, by means of the expression

lzp:gn(g"?Z) _J1 ¢’ =2z mod p, 3)
f et 0 ¢’#2z modp.

This sum acts as an indicator function for detecting whether j = log z, provided
that 0 < j < p — 2, as will be the case in what follows.

Next, for eventual use in Lemma [32] we must now incorporate (p — 1)st
roots of unity. In the sequel, we write e,_1(z) = exp (2’”2’ Then, for k with

0 <k <p-—2, we need to detect e,_1(klogz) via exponential sums. To that
end, write

2
ep—1(klogz) = Zep 1(kj) %Z (97 ~2)
p p—2 )
:_Zzep 1 (k)¢ =2
pn 15=0

We have turned the type of expression that will occur in our use of Lemma 3.2
into something that can be estimated by standard techniques. Specifically, we
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must estimate

Z ep—1(klogz) =

zeJ

ZZ ep1(kJ)C" Y ep(—n2). (4)

1
p j=0 zeJ

The current arrangement of this expression suggests bounding the innermost
sum first, removing the dependence on the particular structure of 7, and then

handling the remaining portion. The following lemmas give both of the required
bounds.

LEMMA 4.1. Let a > 0,d >0, and N > 0. Let p be a prime, and let
J={a+d,...,a+ Nd} C[l,p—1].

Then
. nd|\ '
Z ep(—nz)| <min | N, | 2| — . (5)
ze€J p
Proof. See (2.6) of [2]. O

LEMMA 4.2. Let p be prime, and let g be a primitive root mod p. For 0 <
k < p—2 and nmod p with the additional condition that 1 < k < p — 2 or
n # 0mod p (so that ep—1(k) = (" =1 does not hold), then

Zep 1(k§)C™ | < . (6)

Proof. Write z = ¢7, so that logz = j. Then e,_;(kj) can be viewed as a
multiplicative character x, where x(z) = ep—1(kj). Our sum (@) reduces to a
Gauss sum,

p—2 : p—1
D epo1 (ki) =" x(@)¢
7=0 =1

and the stated bound follows from [J], Theorem 4.4.19 (also see [6], Chapter
3.4). O

Now, we require a version (see (2.7) of [2]) of the Pélya-Vinogradov inequality
(also see Theorem 12.5 in Chapter 12 of [6]) for our sum @]).

LEMMA 4.3. With our previous notation, if 1 < k <p — 2, we have

Z ep—1(klogz)

zeJ

< /p(2+logp). (7)
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Proof. Recalling @) and then using Lemma [T and Lemma 2] we have

1 &
Zep_l(klogz) = —ZZ ep—1(kj)C" g’ Zep(—nz)
ze€J p =1;4=0 zeJ
1< nd|[\ "
< - p1/2min N, <2 —D
p; p
P nd I\ 1
p1/2+p—1/22 <2 na D
n=1 p
Bt
< pl/2 —1/2 p
<p'?+p Zn
< Vp(2 +logp),
verifying the claim. O

5. Conclusion

The distribution of our sequence claimed in Theorem 2. now follows readily.

Proof of Theorem 2.1. We will use Lemma to bound the exponential
sum appearing in the Lemma [3.2] statement of the Koksma-Sziisz inequality. For
the values ¢; in Lemma 32 with ¢; £ 0 (mod p— 1), the bound from Lemma 3]
applies. For the values ¢; in Lemma with ¢; = 0 (mod p — 1), we use the
trivial bound p. Then, focusing on the contribution from one of the r coordinates
in Lemma [3.2] we get

> 1+1| | > elcit(2)| = O ((log L)y/plogp) ¥
|ii:|;OL lzeg

from the ¢; # 0 terms, and a trivial bound of p for the ¢; = 0 term.

To complete the estimate of the sum appearing in Lemma [3:2] note that
any particular r-tuple (cp,...,c¢,) contains at most r — 1 zero entries. From
Lemma [32] we then obtain

1 1

D7) =0, (f + 50 2logn) g 1))
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for the box discrepancy of J". This establishes that, for boxes B, we have

t10g(B) = 1(B) + O, (% 0 (logp)’ (log L)T) . (9)

The piecewise smooth boundary of 2 allows us to conclude that, for sufficiently
small € > 0, we have 1 (QF) <q €.
By Lemma B, we get

|10 () — ()] < A(T", Q) <o DTV

1
K LY7o ' B0 (logp) (log L)

6. Further Work

This line of inquiry suggests several further questions. The framework de-
scribed in Cobeli’s work [2] asks for analysis of the distribution of the discrete
logarithm under (nonlinear) transformations, e.g., under polynomial transfor-
mations, which would require bounds for

> ep1 (Pllog)),

zeJr
where P is some fixed polynomial of degree greater than 2. See the work of
Banks and Shparlinski [I] for a treatment of a sum of similar type. Similarly,
one can seek to answer questions on the distribution of discrete logarithms to
distinct bases g1,...,gr.

Finally, other nice subsets (not merely subintervals or arithmetic progressions)

of [1, p—1] should also exhibit random distributions of the values of the discrete
logarithm function.
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